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Business Protection
Resource Center (BPRC)

User guide

With easy access to actionable, educational insights, relevant resources, and proven risk
mitigation guidance, you can rise above your risk. The Business Protection Resource Center
is a one-stop online shop for your emerging risk needs — RISK Alerts; loss prevention
resources and checklists; on-demand training; and virtual events.

www.ltrustage.com/bprc

You'll also have access to additional partner resources related to cybersecurity, employment practices, and
workplace safety/wellness. In addition, use the online forms to easily report a risk/scam, ask a question, or
schedule a 1:1 discussion with a TruStage™ Risk Consultant at riskconsultant@trustage.com or 800.637.24676.

Getting access to the Not receiving R.ISI(.
Business Protection Resource Center Alerts or event invites
1. Go to www.trustage.com 1. Aftersigning in and

accessing My Services for

2. Click Login in upper right-hand corner i : -

credit unions, click on your
3. Select Sign in to your business account name in the upper right
4. Select My Services for credit unions corner and then click Edit
5. Enter your User ID and password. Complete authentication profile

steps 2. From the Edit profile page,

6. If you already have a User ID and password, Click on your click Edit Subscriptions

name in the upper right corner and then click Edit services and 3. Select RISK Alerts and Risk
roles and Compliance Webinars
from the Credit Union
Protection section

4. Click Submit

7. Scroll down to the Credit Union Protection section and check
Protection Resource Center

8. Click Submit af the bottom of the page

If you do not have a My Services account, after Step 2 above,
select Create new account. Follow the prompts and enter your
information to create a new account. Once the account is
created, click Manage my services and return to step 7 above to
request access to the Protection Resource Center.


http://www.trustage.com/bprc
mailto:riskconsultant@trustage.com
http://www.trustage.com/
http://www.trustage.com/bprc

RISK Alerts

RISK Alerts highlight emerging risks or prevalent scams occurring

within the financial services industry. Each Alert provides risk . .
details, recommended action steps, and links to related Benefits of accessing
resources. On average, 60 RISK Alerts are distributed annually RISK Alerts via BPRC
tfo a RISK Alert subscriber list of ~17,000 credit union professionals
from TruStage bond policyholders.

* No limit on accessibility

» Easy access to related
RISK Alerts are distributed via email and published within the resources

Business Protection Resource Center and the RISK Alerts Library. - Ability to review additional

RISK Alert types previously-issued RISK Alerts
o . ) ) ) ) on the specific topic
*  Warning - Just-in-fime risk or immediate issue risks that have

become more prevalent and are impacting credit unions. » Sorfing and filtering

capabilities within the RISK

*  Watch - Risk conditions are right to impact credit unions as Alerts library
time goes on. Corporate Check Fraud Alerts (content shared . Ability to access when the
by policyholders) are also distributed as a Watch. risk is most relevant for your

* Awareness - Risk awareness/education on a risk topic. organization

RISK Alert email

+ Click < Access full alerts & resources > to open the Alert within the BPRC (User ID/Password required)

* Click < Download PDF > to open the Alert. The PDF version from the email is only accessible for 30 days.

Stay on top of emerging risks View in browser
.
= TruStage
L] -
= TruStage

RISK Alert

Actionable insights for bond policyholders

hes s

Credit unions experience losses Py
— — associated with VIN cloning 0 20,2024
vir happens whe Ve ont , er [VIN| " Risk category:

Credit unions experience losses associated
with VIN cloning

Actionable
insights for bond
policyholders

Access full alerts &
> resources’

Alert details ches

VIN cloning happens when a Vehicle Identification Number [VIN) is stolen
from a legitimate vehicle and attached te another vehicle, which is typically
stolen. This fraudulent practice conceals the real VIN of the stolen vehicle,
essentially giving it a fake ID. The result is two cars on the road with the same
VIN.

How does it work?
Download PDF* fe ve

Ask our risk consultants :
Discuss how to identify risk, mitigate losses, and receive insightful Risk mlﬂgoﬂon
resources and tested praciices. Ask us, we have answers K for 1 s that

Gaps o missing vehicle registration information. Pe

Keep ahead of emerging risks
@ Risk management virtual events focus on risk insights and loss frends The vehicle has been registered in mulliple regions.
impacting credit unions just like yours. View our 2024 scheduls tate 1o stote iry

Addiional history in other cities

= TruStage
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Finding a RISK Alert

On the Business Protection Resource Center
home page, you will find the five most recent
RISK Alerts published.

Scroll down to see these Alerts listed on the
center of the Resource Center home

page
The list includes RISK Alert title, date

published/distributed, a short Alert
description, and a link to < view resource >

Click on < view resource > to open,
review, and print the RISK Alert

To view a complete list of RISK Alerts
published < scroll > to the bottom of the five
most recent Alerts on the Business Protection
Resource Center home page

Click on < view dll RISK Alerts >

All RISK Alerts are listed in date order —
most recent update listed first. You can
also click the < Title/Date > foggle within
the table to place the Alerts in alpha order

The RISK Alerts library also contains:

Alert type — Awareness; Watch; or Warning
Related resource links

Within the RISK Alerts library, you can:

+ < Search > by typing in key words

+ < Select aresource type > from the
dropdown — RISK Alert is showing

+ < Select a category > from the
dropdown of 30+ topics

+ < Select arole > (e.g., Branch
Operations) from the dropdown

Once you make your selections, click on
< Search > below the filtering categories

Remember to clear your filters by clicking
on < Clear > after each search

TruStage

RISK Alerts

CISA warns of ongoing cyber threats to critical
infrastructures

RISK Alert

6/25/2024

CISA (Cybersecurity & Infrastructure Security Agency) recently issued an advisory warning of the ongoing
threat to critical infrastructure across multiple sectors, including financial institutions. Cyber actors have
increased aggressive threats with aims of disruption or destructicn of critical services to compromise
critical American infrastructure, including Fls in the event of increased geopolitical tensions and/or military
conflict with the United States. Credit unions should remain extremely vigilant of cyber risks like the ones
warned of by CISA.

View resource

—3  View all RISK Alerts

RISK Alerts library

Search

Loss prevention library

RISK Aleres library
RISK Alert v

Webinars and education

Emerging Risks Outleok

Select a category v

Risk Management overview

Select a role v

—

Search

ATM

Artificial intelligence v

Select a category

Account takeover =
ACH fraud
Artificial intelligence
Asset management
b
ATMMe .
Proprietary and confidential. Do not distribute. 3




Submitting an idea for a RISK Alert

On the Business Protection Resource Center home page, you can report arisk or scam via an online form.

« Click on < Report arisk or scam >

« Enter < credit union name or TruStage contract number > within the search field.

« Select the appropriate credit union name from the generated list.

« Complete the Report a RISK Alert form. Click < Next > to move through and complete the form.

+  On the bottom of the form, click the < Agree radio button > to confirm the information entered.

e Click < Submit >.

* You'll be prompted to view or download a PDF version of your form containing the information that

you've just entered. Click < View > to view the PDF or click < Download > to download and/or print the

PDF.

« Close the PDF to return to the Form Confirmation page.

—>  Report arisk or scam

Search contract number

Name or Contract Number

My Services Insurance Clgims Policies Lending Support

Report a RISK Alert

Upload Documenl Is | UserGuide | FAGs | Change Credit Union

Training & Webinars

REPORT A RISK ALERT
048- 1 Credit Union | Bradley J

* Required Field Indicator

Alert Information Corporate Check Fraud Review
Contact Information

Please enter the Credit Union for CUSO] contact information for this RISK Alert form
* First Name @ * Last Name @

Bradley

Tille @

* Organization Name @

Credit Union

Intermnational Address @

0

* Address @

Next

TruStage

Proprietary and confidential. Do not distribute.
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Risk resources

Risk resources —risk overviews, whitepapers, checklists, self-assessments, planning guides - provide an in-
depth look at a variety of risk topics. Use these resources to better understand specific risks and
mitigation tips that credit unions should consider. These risk resources help build awareness, address
critical questions, and drive credit union action fo minimize losses.

= TruStage 2 TruStage

Protect your
identity & money

Fraud & scams

Member risk overview

Common warning signs

Don't always trust the display name - criminals
willspoof the email name to appear to be a
legifimate sender

* Check for misspelled words, bad grammar,
and/or typos within the content

+ Be cautious of clicking links and opening
attachments. Don't ciick unless you're
confident of the sender or expect the
aftachment

« Asking you to share @ one-fime passcode sent
fo your device (when they calied you)

+ Check the salutation - many legitimate
businesses will use @ personal salutation

« Do not provide personal information when
asked

+ B suspicious of rgent or immediate response
However, people aged 70+ needed or unauthorized login attempt of your
had a much higher median loss account

+ Don't believe everything you see. Brand logos,

$1.674 names and addresses may appear legitimate

d + The recipient group seems random of unusual
$1,000 . . N {e.g.. ol last names begin with the same letter)

« The email oppeors fo be a reply fo a message.
that you didn't actually send

* Monitor the sender’s email address for
suspicious URLs & domains - froudsters often
using similar feffers and numbers

+ If something seems suspicious: contact that
source with a new email or phone call, rather
than just hitting reply

+ Always, be wary of fempfing offers

Risk overview Member guide

The best message is often the simplest

Slip, trip & fall prevention checklist

eckist to help detect a

Location: Date:
Inspected by: Pholographs aflached: 0 Yes [Ho
General

Remember:

No cards nof

Handrail

2 TruStage Propietaey and comtdersal. 00 not dsitise. | 3

Checklist/assessment Employee guide

u
i Trustage Proprietary and confidential. Do not distribute.



Finding a risk resource through the Loss prevention library

From the Resource Center home page

» Click on < Loss prevention library >
from either the left navigation or from
the center of the page

+ Click on the < specific risk topic >
« Check fraud
« Compliance/litigation
« Consumer payments
* Cybersecurity
» Deposit account services
+ Disaster preparedness
+ Employment practices
» Funds fransfer/ACH (example shown)
 Infernal controls/governance
+ Lending risks
* Physical security
* Workplace safety/wellness

Within the specific risk topic page, you can
open, review, and print the resources —
e.g., overviews, whitepapers, checklists,
related links - within that landing page.

+ Click on the specific resource to open
the media file

« To access another specific risk topic,
simply click on another topic from the
navigation on the left

+ Toreturn to the Resource Center home
page, click on the < Business Protection
Resource Center > link shown above the
page title

TruStage business resources / Business Protection resources / Business Protection Resource Center

Business Protection Resource Center

Loss prevention library

Loss prevention library

Resources to help you manage

your mast pressing risks.

RISK Alerts library
Leam more
Webinars and education

Emerging Risks Outlook

Risk Management overview

RISK Alerts library Webinars and

Alerts on risks impacting credit education

unions areund the country. Webinars. Office Hours

recordings, and interactive
Learn more B
—_— training.

Learn more

| —3  Report a risk or scam ‘ | —3  Schedule a consultation

‘ —»  Ask 3 question ‘

Loss prevention library

Resources to help you manage
your most pressing risks.

Funds transfer/ACH

Wire transfer fraud, booster
payments, ACH transaction risks,

Learn more

o

and more.

Learn more

Loss prevention
resources by topic

Check fraud

Compliance/litigation

Consumer payments

Cybersecurity

Deposit account services

Disaster preparedness

Employment practices

Funds transfer/ACH

Internal controls/governance

TruStage business resources / Business Protection resources / Business Protection Resource Center / Loss prevention library / Funds transfer/ACH

Funds transfer/ACH

Risk reviews

- Guard against increasing HELOC funds transfer risks

Whitepapers
- Call center fraud risk overview
- Fraud & scams eBook
- Online banking risks & controls
- Peer-to-peer payments risk overview
- Wire transfer risk overview

- Guide to ACH transactions & risks

- Card pay fraud / booster s

TruStage business resources / Business Protection resources / Business Protection Resource Center / Loss prevention library / Funds transfer/ACH

TruStage

Proprietary and confidential. Do not distribute. 6




Finding a risk resource through the RISK Alerts library

From the Resource Center home page

Click on < RISK Alerts library >
from either the left navigation or from
the center of the page

All risk resources and RISK Alerts are
listed in date order — most recent
update listed first. You can also click the
< Title/Date > toggle within the table to
place the Alerts in alpha order

Within the RISK Alerts library, you can
filter for a resource related to a specific
risk fopic:

+ < Search > by typing in key words

+ < Select aresource type > from the
dropdown

¢ < Select a category > from the
dropdown of 30+ topics

+ < Select arole > (e.g., Branch
operations) from the dropdown

Once you make your selections, click
on < Search > below the filtering
categories

When you've located the risk resource,
click on the <resource title > to open,
review, and/or print the resource

The listing shows the fitle, type of
resource, a short description, and links
to related resources.

Remember to clear your filters by
clicking on < Clear > after each search

To return to the Resource Center home
page, click on the < Business Protection
Resource Center > link shown above the
page fitle

TruStage business resources / Business Protection resources / Business Protection Resource Center

Business Protection Resource Center

Loss prevention library RISK Alerts library Webinars and

- education
Loss prevention library Resources to help you manage Alerts on risks impacting credit

your mast pressing risks. unions areund the country.

i Webinars, Office Hours,
RISK Alerts library recordings, and interactive
Leam more Learn more
. . —_— —_— training.
Webinars and education
Learn more

Emerging Risks Outlook

Risk Management overview

—3  Report a risk or scam ‘ | —3  Schedule a consultation

‘ —»  Ask 3 question

RISK Alerts library

Alerts on risks impacting credit
unicns around the country.

Learn more

RISK Alerts library

Search

Loss prevention library.
RISK Alerts library

Risk overview v
Webinars and education
Emerging Risks Outlock Select a category .
Risk Management overview

Select a role v

=

Updated: §/20/2024 for credit and the ability to repay. When the
ability to repay turns into & collection effort, is
your credit unicn prepared to collect the funds,
carrectly?

Lending Collections risk Oiffering lending products is the backbone for « Collection letters risks
OWETVIiEW many credit unions. You have verified the OVETView
Blert type: Risk cverview member and properly determined their eligibility

Telephone consumer protection
act risk overview

** As of July 1, 2024, not all risk resources have been added to the RISK Alerts Library. **

= TruStage
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Webinars & education

Risk management virtual events are focused on emerging risks and loss

frends impacting credit union organizations. Each session delivers Webinars and

actionable insights, proven guidance, and relevant resources that education

credit unions can use. These virtual events are exclusively available at

no additional cost to TruStage™ bond policyholders. Webinars, Office Hours,
Registration for live events recordings, and interactive
Invites are distributed via email to individuals with sign-on access to the training.

Business Protection Response Center; however, you can also register by:

Learn more

e Click the < Webinar and education > link

from the left navigation or center of the
Resource Center home page Office Hours: Fraud & Scams

« Choose the upcoming session from those

) ) ; July 24, 1:00 PM CT
listed and click < Register now >

—3  Register now

« Complete the registration information

« Click < Register now >

«  After submitting your registration, you will receive Let's starf with some basics

a registration confirmation on the website and First Name*
via email.

« Click < Add to calendar > to ensure the time is tost Name*

reserved on your schedule.

Email Address*®

Note: You can only register for the upcoming three
events. The live events change monthly. Titla®

Credit Unlon*

State* -

Great information, excellent
format. Presenters were
engaging and knowledgeable in
their respective fields.

Phone (###) #44-$444

Contract Numbaer [###-# ###-#)

what questons do you haves

Executive Vice President
$3 billion credit union

—  Begsher now

Your registration is confirmed

Thanks for reserving your spot for Froud & Scams. Check your Inbox for a confirmation emall with login

—_— Add to caendar
Instuctions.

u
=- Trustage Proprietary and confidential. Do not distribute. 8



Webinars & education

Risk management virtual events are focused on emerging risks and loss trends are also available on-
demand. These on-demand sessions do not require registration and can be accessed directly within the
< Webinars & education > section of the Business Protection Resource Center.

Accessing on-demand events

Click the < Webinar and education > link from the left navigation or center of the Resource Center
home page

Scroll to the On-demand webinars & training section of the page

Select from the categories, then click the < + plus sign > for more info about each on-demand
session.

Each session contains a < Presentation > that shares the slide deck and a < Recording > which plays
the slides and audio for the session.

How a traditional P2P/Zelle fraud scam works

Webinars and

Fraudsters prefer to target
P2P platforms like Zelle due
to the speed of the
payments - minutes versus
hours or days - which
means instant money.

education

O—@—06

Webinars, Office Hours,
recordings, and interactive

training.

Learn mare

J Trustage Propsesory and confidentia. 0o not desbute. | 3

Webinar recordings

Account Takeovers & Real-Time Payments +

Presentation | Recording

Account Takeovers & Real-Time Payments X

While real-time payments dramatically improve the speed and efficiency of the U.S. payment system, offering real-time
payments will also certainly attract fraudsters. Our TruStage™ Risk Consultants discussed some keys to real-time
payments, transaction risks, and account takeovers.

&0 minutes / Presented live March 20, 2024 / Deposit Account Services

Trustage Proprietary and confidential. Do not distribute. 9



Other Risk Management resources outside of the Resource Center

Emerging Risks Outlook

While each credit union has its own unique risk footprint, this Emerging Risks Outlook web landing page
infroduces risks and trends that most likely should be on a credit union’s radar. These approximately 15
risk topics provide key questions, answers, and links to related resources.

Access by entering this URL < www.trustage.com/emerging-risk > within the address bar of your web
browser. Access does not require a User ID/Password; however, access to some related resources
does require sign-on access to the Business Protection Resource Center.

Click on the < Learn more > to access the risk insights regarding the fopic.

Business Protection
resources

Business Protection Resource

Center
Business Protection News
Emerging Risks Qutiosk

Risk Management overview

Climate change
Climate change and climate-
related risks pose a significant

challenge and offer

opportunities for credit unions.

View the white paper

TruStage

Emerging Risks Outlook

Keeping ahead of the complex array of ever-changing risks, litigation trends, and compliance

issues that are impacting credit unions regquires keen awareness, effective preparation, and

loss control scrutiny.

When risk management is effective, typically nothing bad happens. But, if you're blindsided

by a problem, yeur credit union reputation takes the hit. Don't let not knowing which

emerging risks are around the corner take the blame.

While each credit union has its own unigue risk footprint, this Emerging Risks Qutlook

introduces risks and trends that most likely should be on your radar.

Overdraft / NSF fee
litigation for credit
unions

Law firms continue to send
demand letters threstening a
lawsuit and/or file a lawsuit

against credit unions alleging

memiears were..

Lusn mare

ATM smash & grab
attacks

Criminals are increasingly turning

Tips fer preventing
ransomware incidents
and cyber attacks

& ransomware incident is one of
the most disruptive and costly

attacks your organization can
suffer.

Laarn mers

Zelle and P2P fraud

Fraudsters continue ta target
members of credit unions
cffering P27 (e.g., Zelle) oy using
a saphistizated scam.

Learn mera

Defective post-
repossession notices

Class action lawsuits against

aredit unions due to deficiencies

in collection letters continue to

be successfully brought forward

by

Luarn mora

Slips, trip!

Surpriingly, ¢
& fall claims af
goints higher
industry.

Luam mere

Defective post-
repossession notices

Ask a risk consultant
Plagse compiets this brict form to

ticn 10 00 of our

Does your credit union use the safe harbor notice of disposition (UCC 9-
613/9-614)?

Ara collections staff prohibited from modifying the safe harbor notice? ¥

nar: Key Stigation trends

Are items listed in the notice of deficiency in the correct order (UCC 9-
616)?

RISK alort: Class action lawsuits again swirl

arsund colloction lotar doliciencios’

(9/1/2020)

Have you other stats law requi (0.g.. California)? +

Do you regularly review your collection lettars? If relying on an attomey.
have you requested and received a written legal opinion that the i
componants of your collection letters are mesting the requiremants of UCC
Article 9. sactions 9-613, 9-614, and 9-6167

Proprietary and confidential. Do not distribute. 10


http://www.trustage.com/emerging-risk

Other Risk Management resources outside of the Resource Center

Credit union employee training

Some specific risks are best mitigated by educating credit union employees on how to respond or
interact with specific situations. These credit union employee training web landing pages include access
to inferactive training modules and additional resources.

The interactive fraining modules do not require any type of registration so it can easily be accessed by
all credit union employees. At the end of each fraining (approximately 20-30 minutes), employees can
print a completion certificate.

Topics currently include:

* Responding to active shooter incidents < www.trustage.com/active-shooter >

* Minimizing common office risks < www.trustage.com/employee-safety >

« When members become victims < www.trustage.com/member-fraud >

Access these pages by < entering the appropriate URL > within the address bar of your web browser.
Access to the web page or the fraining module does not require a User ID/Password; however, access 1o
some related resources does require sign-on access to the Business Protection Resource Center.

Click on < Access training module > to begin the interactive fraining.

%

When members
become victims

—3  Access training module

Using common channels like emails, text, phone calls, and even face-to-face interactions,

fraudsters typically disguise their identity while retrieving confidential member

Access the When
Members Become

Victims interactive
making security mistakes or giving away sensitive information and money. training module

information. They use tactics to succeed by tugging at the basic human instincts to trust

and please. The scams look to catch your members off-guard and to dupe them into

At TruStage™, our goal is to help credit union employees build risk awareness of common

scams, understand how to help members with at-question transactions, and share

mitigation tips they can use.

Additional resources

- Common member scams®

RESOURCES

- Protect your identity & money”

u .
- Don't fall vietim: Fraud & Seams eBook® _= TruStage

- Elder financial abuse risk overview®

=" TruStage’

Ask a risk consultant

My

Please complete this brief form to route your question to one of our risk consu
- Introduction

Ask a risk consultant

Risk and Compliance Solutions

When Members
Become Victims

Start course

u
=- Trustage Proprietary and confidential. Do not distribute. 11


http://www.trustage.com/active-shooter
http://www.trustage.com/employee-safety
http://www.trustage.com/member-fraud

Partner risk management links

Employment practices risk management
resources < www.epl-risk.com >

As a TruStage Employment Practices
Liability coverage policyholder, you have
exclusive access to easy-to-use risk
management tools and resources at
www.epl-risk.com. This one-stop resource
center provides practical, fimely and
actionable insights, resources, model
policies/procedures, and training to help
you and your employees stay on top of
current workplace issues, legislation, and
employment trends.

A separate User ID and Password is
required. Learn more in this Quick start
reqistration & reference guide.

Cybersecurity resources
< www.BeazleyBreachSolutions.com >

As a Beazley cyber insurance policyholder,
your organization can also access
additional cybersecurity resources and
fraining related to compliance & laws,
safeguarding information, and preparing tfo
respond to breach incidents.

A separate User ID and Password from
Beazley is required. If you need assistance,
email bbrservices@beazley.com.

Workplace safety/ wellness resources
< www.thehartford.comloss-control >

For additional employee safety,

wellness, or workers’ compensation

tools and resources, Workers compensation
policyholders of The Hartford provides loss
conftrol services and resources to help you
create the safest work environment possible
for employees.

A separate User ID and Password from The
Hartford is required (your policy number is
needed). For help with access, contact
800.986.3509 or by emailing
RiskEngineering@thehartford.com.

= TruStage

Home

About Us Careers

_=', TruStage

Contact Us

Press Room

Login to your

I " EPL-Risk.com
Employment practices B
risk management e
Your online resource center Pa:

") Xeep me signed in

Register

Need help? Manage Pressing Risks with EPL-Risk.com

Quick start registration & reference guide

Retrieve Password

A one-stop hub for practical, timely and actionable insights, tools and training that

may save thousands of dollars by minimizing potential loss exposures, human

resources expenses, training costs, and attorney fees.

=
| view employment practice trends

Find an insuranco Apent  Claims  ContactUs  Agonts & Producers

G

« Auto  Home

H Employee Bonefits  About
NARTFORD

e Hartford

Risk Engineering

We Understand Why Things
Go Wrong

The Hartford's risk engineering team provides loss control
ses create the safest work

services designed to

environment pos:

Proprietary and confidential. Do not distribute.
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http://www.epl-risk.com/
https://www.trustage.com/-/media/cunamutual/business-protection/cup/management-professional-liability/public/epl_risk_reference_guide__media_file__da_3142274__2.pdf
https://www.trustage.com/-/media/cunamutual/business-protection/cup/management-professional-liability/public/epl_risk_reference_guide__media_file__da_3142274__2.pdf
http://www.beazleybreachsolutions.com/
mailto:bbrservices@beazley.com
http://www.thehartford.comloss-control/
mailto:RiskEngineering@thehartford.com

=" TruStage

Helping you make confident
stfrategic decisions

Risk & Compliance Solutions
riskconsultant@trustage.com

=]

Great information, excellent format. Presenters were
’ engaging & knowledgeable in their respective fields.

EVP, Chief Retail Officer - $3.3B credit union

Risk consultations/assessments
completed

Great webinars - serious, important information
delivered in arelaxed, ‘we're among friends’ way.

Sr. Internal Auditor - $9B credit union
Really enjoyed the presenters and their real world
take on the risks we face currently.

' Compliance Specialist - $51B credit union

Total registrants for risk virtual events Compliance, risk and fraud are constantly changing.
Thank you for keeping up and helping us mitigate the
risks.

9 7 5 7 AVP, Compliance - $914M credit union
| 2 This i
~ o Wow! Where do | start2 This is one of the best

workshops | have attended. Excellent content!

Virtual event satisfaction score Manager, Internal Audit - $1.2B credit union

19,140 =

RISK Alert subscribers

Warning
14%

74

623,903
' over the last

18 months

Business Protection & EPL Resource

Center page views Watch

35%

Source: TruStage™ internal data, 1/2022-6/2023
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Your risk consultants

Bob Bouvier | Massachusetts

Bob has 30+ years experience specializing in corporate governance, policy
development and administrative controls with an emphasis on managing
employee dishonesty and fraudulent activity. He graduated from Fitchburg
State University and holds multiple designations - CRM, CFE, CCUE, CFSA,
CUSFE, and ALICE-certified trainer for active shooter incidents.

Jim Bullard | Georgia

Jim has 10+ years experience in addition to a 23-year banking career in
commercial lending and executive risk management. He holds a bachelors in
business administration with a specialty in finance from the University of
Georgia, in addition to completing the graduate school of banking at
Louisiana State University. CUERME & CUBLP designations.

Becky Garton | Wisconsin

17+ years of risk management experience with TruStage. Becky consults with
credit unions throughout the country and specializes in the areas of payment
fransactions, card loss prevention, chargebacks, and compliance. She holds a
bachelors degree in elementary education and previously held positions within
the payment industry. Becky is also Lean Six Sigma (Yellow Belt) certified which
prepares her for project and process improvement work.

Chris R. Gill | Maryland

Chris has 11+ years TruStage experience. He provides the strategic leadership
and guidance to the Risk Consultants. He also has multiple years working in the
credit union, financial, and risk management sectors. Chris has significant
experience in business resiliency, vendor management, infernal controls and
cybersecurity. He holds a bachelors and masters degree in business
administrafion in addifion fo having the CUERME designation.

Brad Neumann | Wisconsin

Brad has 34+ years TruStage experience within risk management, business
protection, strategic marketing, and training. Previously the Marketing Director
at Heartland Credit Union in Madison, Wisconsin, he now provides strategic
leadership for TruStage’'s go-to-market risk and compliance content including
the well-known RISK Alert and virtual event programs. He holds a bachelors of
science degree in business administration.




Your risk consultants

TruStage

Ken Otsuka | lllinois

32+ years TruStage experience within risk management specializing in risks
associated with payments, deposits, funds transfer/ACH, and fraud. Ken is a
commonly-featured as an author for our RISK Alerts and a speaker throughout
the U.S. He was previously was an insurance auditor. Ken resides holds a
bachelors degree in accounting from Northern lllinois University and is also a
Certified Public Accountant (CPA).

Michael Petrone | Maine

37+ years of risk management experience with TruStage. Mike consults with
credit unions throughout the country and specializes in the areas of workplace
operations, physical security, internal controls, and employee safety. He has
multiple designations — CFE, CFSA, and CUSFE - in addifion to being an ALICE
certified training instructor for active assailant incidents.

Brianda Rojas-Levering | Kentucky

2nd year with TruStage. Brianda brings significant experience helping
organizations with legal and regulatory issues including vendor management,
contracts, risk, disaster recovery and business continuity, and cybersecurity
compliance. Brianda was previously a compliance attorney for a nearly $2
billion asset-sized credit union. She has a bachelor of arts degree in sociology
and juris doctorate of law.

Holly Spiczenski | Wisconsin

30+ years TruStage experience specializing in risks associated with payments/
deposits, including funds transfer and ACH fraud. She spent several years as a
fidelity bond claims adjustor; in addition to previously working at a Madison,
Wisconsin-area credit union. Holly has a degree in accountfing and holds an
AIC designation.
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Risk management overview

For an overview of Risk Management resources, Alerts, virtual events, and other valued services that
TruStage bond policyholders receive, simply go to < www.trustage.com/RMshowcase >. On this page,
you can also use an online form fo < Ask a risk consultant > questions regarding a specific risk, related

resources, or how fo locate resources.

Risk management overview

Actionabie insights, relevant rescurces, and proven rik mitigatien guidancs help you sty
o top of amarging risks within our changing industry.
RISK Alerts

Sty UP-To-CET8 ON thea MOSE FECEnT Fisks facing wour iInSusery and sta

parsisent risks chat you need 1o stay aware of RISK Alers &

Tisks are MOsT pravalent 1o make e you ara on top of the Mot ralavant Tapics.

Tast madsiges B apooled websitis uebd 16 |ure mambars ints scam

Nemder imparsonation fraud sets up fraudsters to intercept paymensts

Credic uniens targeted in class setion lawsuits related 1o solar losdisg

Risk everviews

Risk cwarviaws give you an depth look at risk wogics you shauld be awara of For yaur

B CVEINYIGWSE 00 K whal you nasd o kndw about speciic risks and

s you should cansidar.

Bansomwans fisk ovoryiow

ATM safeguards risk ovarview B inspaction chacklise

Commen mesmbes acams

Ruspanding 1o an active shostar employes guide

Emerging risk cutlook series

Ksaping ahead of tha complax aray of risks, loases, npliancs Esss, and litgatan

challangas requires keen awaraness, effective praparnaticon, and

Thiiss &Msnging risk wab pages shara critical GUEsTRONG and resources oo billd awarmis

and driva cradit union action.

Wiuw antire series

Additional insights?

If you'd like to discuss this risk in more
detail, simply schedule a no-cost 1:1

discussion with a TruStage™ Risk
Consultant by contacting us at

riskconsultant@trustage.com or
800.637.2676.

Need more help?

Accass Business Protection
Rescurea Canter

Virtual events
Gat up-1o-the. minuta infarmation and proven guidancs by taking in a live risk

managamant webinar, affica baurs, or risk farum. Each session is focused an emerging

risks and loss trand:

NPACEInG Credit Weans and you gain acricna bk insights and

rasaurcas 1 o Can USa of your cradis union. Most sassions are ake avasilable os an

Semand recordings.
View scheduls

Webimar sample: Physical security & technology

Business Protection Resource Center
Tha Business Protecion Rescunts Centar & the cantral hub for rsk Managemant

rasources imchoding:

RISK Alart library

- Liss pravention library
- On-damand training & educatior
« hecaess o additienal parmer resources related to cybarsecurity, amphaymant

practices, and workplacs safety s wallness

You can ake axily report a risk/scam or avan schoduka @ 101 discusskon with a risk

Wisin thi Busitisd Prote:tion Resouros Cantar

Experienced risk consultant team
By analyzing axchsive insights, sxparianced risk consultants proactivaly sSUppoet your nisk
managamant afforms by sharing guidance and best proctices through rescurces and 11

consulTations.
Mist your Laam

View risk smanagement searview

ElaE i guin st Tessuice anapahay

This resource is for informational purposes only. It does not constitute legal advice. Please consult your legal advisors regarding this or
any other legalissues relating to your credit union. TruStageTM is the marketing name for TruStage Financial Group, Inc., ifs
subsidiaries and affiliates. TruStage Insurance Products offered to financial institutions and their affiliates are underwritten by CUMIS
Insurance Society, Inc. or CUMIS Specialty Insurance Company. Cyber policies are underwritten by Beazley Insurance Group or

other nonaffiliated admitted carriers.

This summary is not a contract and no coverage is provided by this publication, nor does it replace any provisions of any insurance
policy. Please read the actual policy for specific coverage, terms, conditions, and exclusions.

10011470-0724 © TruStage

= TruStage
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http://www.trustage.com/RMshowcase
https://www.trustage.com/business/protection-resource-center/ask-a-risk-consultant
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